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Ha ocHosy un. 54. n 63. 3akoHa o jaBHUM Habaekama (,Cnyx6eHun rnackuk PC", 6p. 124/2012,
14/2015 n 68/2015), Komucuja 3a jaBHy Habaeky pobapa 6poj JH/1000/0587/2018 Habaeka
jeAnHcTBeHOr aHTUBMPYC cucTema 3a JIM ENC, Ha 3axTeB 3auHTepecoBaHor nuua, Aaje

OOOATHE MHOOPMALIMJE NN MOJALLHEHA
Y BE3WN CA MPUMNPEMAHEM MOHYAE
Bp. 2.

MeT v BULLE AaHa Npe ucTeka poka NpeaBUREHOr 3a NOAHOLIEH:E NOHYAa, 3aUHTEPECOBAHO NMULE
je y nucaHom obnuky of Hapyuuoua Tpaxuro goaatHe MHdopMaLmje 0gHOCHO nojallkera, a
Hapyuunay y poky og Tpu faHa op AaHa npujema 3axteBa objaBrbyje Ha MNoprany jaBHUX
HabaBKu 1 MHTepHeT cTpaHuum Hapyuuoua, cnepehe nHpopmMaLuje, OAHOCHO Nojalukbersa:

NMATAHKE 1:

,Y OKBUPY KOHKYpCHE AOKyMEHTauuje je Kpo3 AofaTHe YCNoBe 3a [oKa3uBake NOCMOBHOT
KanauuTeTa 3axTeBaHo aa:

,[ToHyhay Tpeba ga uma MUHUMYM jenaH peannsoBaH npojekat KOjU ce OAHOCW Ha 3aLUTUTY
WHTEPHET annukauwja of Hanaga nyTeMm Manuuuo3HWX CKpUnTu a ca nucte "OWASP Top 10"
KOju je peanusoBaH y nocneawux NeT roauHa. YkynHa BPeAHOCT peanu3oBaHWX npojekara je
MuHUMYyM 50.000.000,00.¢

Wwmajyhun y Buay aa je "OWASP Top 10" cekjyputu MeTogonoruja 3a CUrypHocHe nponycte Beb
annukauuja u Tectupare 6e3begHocTy annukaumja, a npeaMeT jaBHe Habaske ce He 0AHOCU Ha
ycnyry npoeepe 6esbegHoctv Beh je npeamet jaBHe HaGaske ,HaGaska nobapa: Habaska
jeAuHcTBEHOr aHTUBMPYC cucTema 3a JIM EMC*, monumo Bac Aa mssplumTe N3MeHY KOHKYpCHe
AOCKyMeHTaLmje y nornegy saxTeBaHor NOCMOBHOr KanauuteTa u Ao3sonuTe noHyhaunma aa 3a
pedepeHLe focTaBe NOTBPAE Kynaua Koje Ce Of|HOCE Ha UCMOPYKY aHTUBUPYCHOT peLleHa Koje
Je y cknagy ca 3axTeBaHOM TeXHWYKOM cneuudukaumjom. Hapyyuunay je oBako geduHUCaAHUM
AOCAATHUM yCnoBMMA KOjU CE€ OAHOCE Ha MOCMOBHM KanauuTeT nospeavo oapeabe 3akoHa o
jaBHUM Habaskama, YnaH 76, ctas 6: ,Hapyuunau ogpeRyje ycriose 3a yyelhe y NOCTYMKY Tako

Aa Tu ycnoBu He AWCKPUMUHULLY noHyflaye u ga cy y noruukoj Beau ca npeaMeToMm jaBHe
Habaske."

OAroBOP 1:

“lNpeamer jasHe HabaBke NoapasymeBa: UCMIOPYKY, U oapxaBame 14.000 nuueHum 3a 3awTuTy
PaaHUX CTaHuua, cepsepa, nanTon pavyHapa n mobunHux ypefaja og Bupyca, upBsa, TpojaHaua,
adware u spyware copTeepa, NOTEHLM]anHO HeXerbeHnx annukaLumja u root-kutosa, firewall, kao
W 3aLUTUTY CBUX NO3HATUjUX MPEXHUX, UHTEPHET NPOTOKONA, y TPajaky 04 MUHUMYM 24 Mecela,
KaKo je N HaBefeHO Ha CTpaHU 5 KOHKYpCHe A0KyMeHTaLumje.

Mporpamckn nakeT 3a 3awTuTy op Bupyca Tpeba aa obesbeam 3alTUTY MHopMauuoHor
cucTema oA npeTK U curypaH u 6esbenaH paa pagHux cTaHuua, cepeepa, nanTon pavyHapa u
mMobunHux ypefaja, y okeupy noctojeher MHMOPMAaLMOHOr cuCTEMa Ha HauMH HaBedeH y
TeXHWYKO] cneLmbukaumjv, kao u aa omoryhin octane yHKUMOHANHOCTY HaBeAEHE Y TEXHUYKO)]
cneuvdukauumju kpos noHyfeHo peluerse MeHayMeHTa npeTrK y obnactv Endpoint sawmute u
cermeHTMma Gateway sawTute.
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lNporpamcku NakeT 3a 3alwTuUTy OA BUpPYCa, 3a Nepuoa Tpajaka NuLEeHLM, Mopa aa obyxsaTu:
AHTUBUPYC cobTBEP 3a 3aLUTUTY PagHWUX CTaHMua, cepeepa 1 nanTon padyHapa,

AHTUBUPYC codbTBep 3a 3awTuty Web caobpahaja,

AHTUBMPYC cobTBep 3a 3awwTuTy E-mail cao6pahaja,

CodbTep 3a LiIeHTPanM30BaHo ynpaBbake KOMNOHEHTaMa pellera."

Y cknagy ca HasegeHum Hapyuunal je onpegenvo AogaTHWU ycnos "lMoHyhay mpeba da uma
MUHUMYM jedaH peanu3osaH npojekam Koju ce 00HOCU Ha 3awmumy uHmepHem arnaukayuja od
Harmada nymem Manuyuo3Hux ckpunmu a ca nucme "OWASP Top 10" Koju je peanu3oeaH y
nocneowux rnem eoduHa. YKynHa epedHOCm peanu3oeaHux rpojekama je MUHUMYM
50.000.000,00" Ha HauMH [ia je UCTM y NOTVYKOj BE3U Ca NPeAMETOM jaBHe HabaBke jep npeamet
HabaBke, kako je HaBeAeHo Ha CTpaHuW 5 KOHKYpPCHe AoKyMeHTaLvje, Tpeba aa 06e3beaw, nameny
OCTarnor v 3awTuTy WHOPMaLMOHOr cuCTeMa o NpeTHU U curypaH u 6esbenaH paa pagHuUx
CTaHuua, cepsepa, nanton pavyyHapa u MobunHux ypefaja, a MHOPMALMOHU CUCTEM Huje
HuWTa Apyro Ao ckyn annukauuja unjom 6e3beaHolwhy ce, uameRy octanor, 6asu n "OWASP
Top 10" cekjyputn MeToa0nOrvja Kako je 3auHTepecoBaHo NULEe U HaBeno Yy CBOM NUTamy.

Hakne, npeameT HabaBke je HaMerEH 3aLWTUTV UHEOPMALIMOHOT CUCTEMA Kao cKyna annukaumwja
a CBe HaBeAeHo Mory Aa WTuTe NoHyRaum Koju umajy uckycrea ca "OWASP Top 10" cekjyputu
MeTozonorujom koja ce v 6asu TecTparem He3befHOCTY annukaumja”, Kako je y CBOM nuTamy
W HaBeno 3avHTepecoBaHO NWUe, Tako Aa Hapyyunay ocTaje npu 3axTeBaHUM [JOAaTHUM
yCroBMUMa jep Cy UCTW y NOrUYKO] BE3N Ca NpeAMETOM jaBHe Habaske. OppeRuBarbem OBaKBnX
AOCAATHWX ycrnoBa Hapy4unay Huje AUCKpUMUHUCAO noHyRadye jep y oBOM cnyuajy y nutamy cy
AOAATHW yCrOBYM Koje NoHYHay MOoXe CamocTanHo Unu y rpyni ca Apyrum noHyhaduem aa ucnyHu,
aKo CaMOCTanHo Hema Ucnykere A0AATHUX YCroBa.

MATAHKE 2: Y okBuMpy KOHKYpCHE AOKYMEHTaLmje Kpo3 AogartHe ycrnoee 3a [oKasvBake
KaapOBCKOr KanauuTeTa jeAHUM 04 YCroBa je 3axTeBaHo Aa:

,[oHyRay uma: Hajmare 2 3anocreHa unu pagHO aHraxoBaHa nuua Koja umajy ceptudukar
OSCP. Hajmatse jegHo nuue mopa wmatu nonoxeH OSCP Hajmamwe Tpu rogvHe npe AaHa
oTBapat-a noHyge. Baxehu nogaTtak je natym ca ceptucpmkara.”

MowrTo ce TpaxeHn cepTucukat OSCP (Offensive Security Certified Professional) koju je
HEONXOAHO MMaTh 3a cnpoBohewe MEeHeTpejluH TecToBa U CrpoBoRere MeTofgonoruje 3a
TecTupame 0e3beqHOCTM cuUTemMa OAHOCM Ha Ycnyre BesaHe 3a HadWHe TecTuparba
WHppacTpyKType/annukaumje WTo Huje NpeameT ose jaBHe HabaBke, Hero je npeamet ,Habaska
Aobapa: Habaska jeauHcTBeHor aHTuBMpYC cuctema 3a JIM EMNC“, monumo Bac aa u3BpLUMTE
W3MEHY KOHKYpCHe AOKyMeHTauuje y norneay 3axteBaHor kaapOoBCKOT KanauuTeTa v yKNoHuTe
TPaXEeHU 3axTeB jep Hapy4unay je oBako AedUHUCAHUM JOAATHUM YCHOBMMA KOjU Ce OfHOCE Ha
kagpoBCcKu KanauuTeT noBpeauo oapenbe 3akoHa O jasHUM Habaskama, YnaH 76, crtas 6:
.Hapyuunay ogpehyje ycnose 3a yyewhe y nocTynky Tako Aa TU YCrOBU He AUCKPUMUHULLY
noHyhaye 1 ga cy y noruukoj Beau ca npeaMeTom jasHe Habaske"

OAroBoOP 2:

TpaxeHu ceptudukatr OSCP (Offensive Security Certified Professional) koju je HeonxoaHO UmaTu
3a cnpoeoferbe NeHeTpejLH TecToBa 1 crnpoBofere MeToaonorvje 3a TecTupare 6e3beaHocTy
cuTema oAHOCKU Ha ycnyre Be3aHe 3a HayuHe TecTupawa WHdpacTpykType/annukauuje" , u
umajyhu y Buay Aa ce npeamert jaBHe HabaBke, Kako je nameRy octanor HaBegeHo Ha CTpaHu 5
KOHKYpCHE [oKyMeHTaLuje " nogpa3ymeBsa: ucropyky, u oapxasarse 14.000 nuueHum 3a 3awTuTy
pafdHuXx cTaHuua, cepeepa, nanTon padyHapa u mobunHux ypehaja on Bupyca, UpBa, TpojaHaua,
adware u spyware coTeepa, NOTEHLM]aNHO HEXerbeHnxX annukaLmja 1 root-kutosa, firewall, kao
W 3aLUTUTY CBUX NO3HATUjUX MPEXHUX, MHTEPHET NPOTOKONA, Y Tpajaky 04 MUHUMYM 24 Mecela.
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Mporpamcku nakeT 3a 3aWTUTY oA BUpyca Tpeba fa obesbeau 3alTUTY MHOPMaLUMoHOr
cUCTeMa oA NpeThM U curypaH v 6esbenaH pag pagHux CTaHWLa, cepeepa, nanTon padyHapa u
MoBunHux ypehaja, y oksupy noctojeher MHOpMaLMOHOT CUCTEMA HA HAUYUH HaBeaeH y
TEeXHWUYKOj cneumndmkaumu, kao U Aa omoryhn ocTane yHKUMOHANHOCTU HaBeaeHe Y TEXHUYKO]
cneumdukaumiu Kpo3 noHyheHo pellere MeHayMeHTa npeTin y obnactu Endpoint zawTute 1
cermeHTuma Gateway 3awrure.

lMporpamcku nakeT 3a 3alWTUTy oA BUPYCa, 3a NEpPUoA Tpajakba NULEHLM, Mopa Aa obyxsaTu:
AHTUBUPYC cO(TBEP 3a 3aALUTUTY PaAHUX CTaHULA, cepBepa W nanTon pavyHapa, AHTUBMPYC
cocpteep 3a sawTnuty Web caobpahaja, AHTUBUPYC codbTeep 32 3awTuty E-mail caobpahaja,
CodTBep 3a LeHTpanu3oBaHo yrpasrbake KOMNOHEHTaMa peLLeH:a."

Hapyuunau je onpegenvo agoaathu ycnos aa " ,MoHyRay uma: Hajmatbe 2 3anocneHa unm pagHo
aHraxosaHa nuua koja umajy ceptucukat OSCP. Hajmarse jeaHo nuue Mopa UMaTi NonoxeH
OSCP Hajmare Tpu roguHe npe agaHa oTBapar:a noHyae. Baxehu nopatak je pgatym ca
cepTudumkaTa.” Ha HauuH Aa je UCTU Y NOrMYKOj BE3U ca NpeaMeToM jaBHe Habaske jep npegmeT
HabaBKe, KaKo je HaBeAeHO Ha CTpaHu 5 KOHKYPCHe AoKyMeHTaumje, Tpeba aa o6eabeau, namehy
OCTanor 1 3alwTuTy MHHOPMALMOHOT CUCTeMa Of NPeTHU U curypaH u 6esbeaaH pag pagHux
CTaHuua, cepsepa, nanton pavyHapa u mobunHux ypehaja, a wHdOpMaLUOHU cucTeM Huje
HULWTa Apyro [o cKyn annukaumja ynjom 6esbegHowhy ce, usmeRy ocranor, 6aBe u 3anocneHa
“nn pagHo aHraxosaHa nuua koA noHyhauya koja noceayjy TpaweHe cepTudukate. TakoRe
npeaveT jasHe Habaeke ce ofHOCU Ha Ge3befHOCT W 3alWTUTY U WHpacTpykType (pagHux
CTanuua, cepsepa, nanton padyHapa u MobwunHux ypehaja) uume ce u 6aBe kaapoOBCKM
KanauuteTu Koje je Hapyuunal 3axTeBao, a LUTO je NOTBPAMMO U 3aUHTEPECOBAHO Nuue Kpo3
CBOje NUTak-e HaBoaehu Aa ce 3axTeBaHu cepTUdUKaTh oaHOCe Ha "cnpoBofere mMeTogonoruje
3a TecTupate Oe3beQHOCTM cuTeMa OAHOCM Ha ycriyre BesaHe 3a HauMHe TecTuparba
WHGpacTpyKkType/annukaumje".

3Hauw, npeameT HabaBKe je HaMerEeH 3aLUTUTV MHOPMALIMOHOT CUCTEMA Kao CKyna annukauuja
W UHpPaCTPyKType Kao ckyna pagHux CTaHuua, cepsepa, nanTon payyHapa n mobunHux ypehaja,
a CBE HaBEAEHO MOry Aa LUTUTE KaApOBCKW KanauuTteTu Koju noceayjy ceptudukat OSCP jep ce
WcTM ofgHocK Ha "cnpoeohere MeTofonorvje 3a TectTupare 6e36eqHOCTU cUTeMa OAHOCK Ha
ycnyre Be3aHe 3a HauuHe TecTupata UHPacTPyKType/annukaumje"”, Kako je y CBOM nuTamwy v
HaBeno 3anHTepecoBaHo N1Le, Tako Aa Hapy4yunal ocTaje Npu 3axXTeBaHUM 4OAATHUM YCrIoBUMA
jep cy UcTu y noruykoj Be3u ca npeaMeToM jaBHe Habaske. OppehuBatbem oBakBUX A04aTHUX
yCrnosa Hapyuunal, Huje AucKpuMUHUcao noHyfade jep y oBOM cnyyajy y nuTary cy A0AaTHM
yCnoBM Koje NoHyfjay MOXe camocTariHo Unu y rpynu ca Apyrum noHyhauem Aa UCMyHW, ako
camocCTanHo Hema Ucnykwere [0AaTHUX YCroBa. OV S,

‘_ja_BHy Habaeky
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